
#!/usr/sbin/nft -f

flush ruleset

table inet filter {
chain input {

type filter hook input priority filter; policy accept;
ct state established,related accept
#Production GCP NAT
#Iowa
ip saddr 35.239.244.140/32 tcp dport 443 accept
ip saddr 104.198.247.59/32 tcp dport 443 accept
#Netherlands
ip saddr 34.141.212.134/32 tcp dport 443 accept
#Tokyo
ip saddr 34.146.81.174/32 tcp dport 443 accept
#Test GCP NAT
ip saddr 34.135.84.123/32 tcp dport 443 accept
#Dev GCP NAT
ip saddr 34.122.213.183/32 tcp dport 443 accept
#Auth0 IP
ip saddr 54.245.16.146/32 accept
ip saddr 35.82.131.220/32 accept
ip saddr 54.200.12.78/32 accept
ip saddr 3.21.254.195/32 accept
ip saddr 18.218.26.94/32 accept
ip saddr 18.117.64.128/32 accept
#Drop All
ip saddr 0.0.0.0/0 drop

}

chain forward {
type filter hook forward priority filter; policy accept;

}

chain output {
type filter hook output priority filter; policy accept;

}
}


